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Cyber Security and Information Assurance Vision

1. The Advanced Security Technology Research Alliance (ASTRA) Low Country Cyber
Security Campaign Strategy (LCCSC) vision will enhance the region as a national leader and
preeminent provider of Information Assurance and Cyber Security professionals, systems
and solutions through a strategic customer relationship (public-private partnership) with
SPAWAR-Atlantic (SSC-A). Hereafter, this relationship is known as the LCCSC Team and
the entity as the Cyber Security Innovation Center as depicted below:
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Cyber Security Innovation Center Vision

The mission of the LCCSC Team is to establish and sustain the region as a leader, innovator
and solutions provider in the cyber security technology; achieve sustained economic growth
through public and private collaboration and partnership; creating public advocacy and
awareness; stimulate educational programs to build a highly skilled work force and foster
emergence of a knowledge-based infrastructure to attract business opportunities and a
talented work force.

The LCCSC Team’s strategic goals are:

e Sustain balanced economic growth for the area in 1A and Cyber Security public and

private domains

e Conduct forums and conferences to advocate 1A & CS professional exchange, attract
customers and spotlight area capabilities and partnerships
Establish and sustain training and educational programs for cyber security work force
Establish World-Class, Fully connected 1A and CS Laboratories and Facilities
Attract and retain talented 1A & cyber security work force
Achieve and build IA and CS Business and Engineering Excellence.



SSC-Atlantic is also uniquely positioned to become a critical services provider under the United
States Cyber Command (USCYBERCOMM) that will likely be headquartered with the National
Security Agency (NSA) in Fort Meade, Maryland. SSC-Atlantic could easily provide critical

support services to the USCYBERCOMM with a strong public-private partnership created with
the Advanced Security Technology Research Alliance (ASTRA) in Charleston, South Carolina.

The vision, mission and strategic goals of the LCCSC Team for the Cyber Security Innovation

Center are regional and penetrating to the point of including National, State and Local Cyber

Security efforts in Charleston, South Carolina; New Orleans, Louisiana; and Hampton Roads,
Virginia. The LCCSC Team’s vision includes th

a. Cloud computing. These will be virtual environments where we can build warfighter
sanctuaries and scenarios to defend against cyber attacks and perform offensive operations.
Potential areas of collaboration are the Clyburn Transportation Center, the Department of
Ener gy’ s Savan n anthLodRheed Klartin’ Selertteiefor CyBeRS8clrity
Innovation.

Cloud computing is a style of computing in which dynamically scalable and often virtualized
resources are provided as a service over the Internet. Users need not have knowledge of,
expertise in, or control over the technology infrastructure in the “cloud" that supports them.
The concept generally incorporates combinations of the following: infrastructure as a service
(1aaS); platform as a service (PaaS); and software as a service (SaaS). Cloud computing
services often provide common business applications online that are accessed from a web
browser, while the software and data are stored on the servers. The term cloud is used as a
metaphor for the Internet, based on how the Internet is depicted in computer network
diagrams and is an abstraction for the complex infrastructure it conceals.

b. Information assurance (ATDs, ACTDs with DARPA). One thread throughout cloud
computing, information assurance and other technologies as part of our vision is Advanced
Technology Demonstrations (ATDs) and Advanced Concept Technology Demonstrations
(ACTDs) sponsored by the Defense Advanced Research Project Agency (DARPA). ACTDs
exploit mature and maturing technologies to solve important military problems. A declining
budget, significant changes in threats, and an accelerated pace of technology development
have challenged our ability to adequately respond to rapidly evolving military needs. In
addition, the global proliferation of military technologies, resulting in relatively easy access
to these technologies by potential adversaries, has further increased the need to rapidly
transition new capabilities from the developer to the user.

At the conclusion of the ACTD operational demonstration, there are three potential
outcomes. The user sponsor may recommend acquisition of the technology and fielding of
the residual capability that remains at the completion of the demonstration phase of the
ACTD to provide an interim and limited operational capability. If the capability or system
does not demonstrate military utility, the project is terminated or returned to the technology
base. A third possibility is that the user's need is fully satisfied by fielding the residual



capability that remains at the conclusion of the ACTD, and there is no need to acquire

additional units.

Cyber security (ATDs, ACTDs with DARPA). Cyber security, through ACTDs, ATDs and
partnerships with Department of Defense (DoD) Agencies like the Defense Advanced
Research Agency (DARPA) can research both defensive and offensive capabilities as

presented below:
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d. Robotics. Robotics technologies will be an integral part of the Cyber Security Innovation
Center vision through research in robotics, artificial intelligence, neural networks and
software engineering that include object-oriented objects. Robotics laboratories will be
used to both explore new technologies in artificial intelligence as well as use the robots in
several of the laboratories that require high automation.

South Carolina’s very robustlbeconplentented s c o mp
by the research at the Cyber Security Innovation Center. Already South Carolina, through

Palmetto Partners and local robotics competitions, are held annually to achieve the vision

originally set forth by US First:

“Our mission is to indre young people to be science and
technology leaders, by engaging them in exciting mentor
based Projects that build science, engineering and
technology skills, that inspire innovation, and that foster
well-rounded life capabilities including setbnfidence,
communication, and | eader

e. Service Oriented Architectures (SOA). In computing, service-oriented architecture
(SOA) when defined in its own standalone-context for a business domain, provides a set
of principles for governing concepts and changes while taking them through to realization
phases of systems development and integration. Such architecture, when fulfilled, will
package functionality as interoperable services. A system architected and developed as a
result of such progressive thinking from a group of architects and developers is called a
SOA infrastructure or Service Oriented platform. This allows different applications to
exchange data with one another, traditionally done by EAI frameworks.

Service-orientation aims at a loose coupling of services with operating systems, Project
languages and other technologies that underlie applications. SOA separates functions into
distinct units, or services, which developers make accessible over a network in order that
users can combine and reuse them in the production of applications. These services
communicate with each other by passing data from one service to another, or by
coordinating an activity between two or more services.

SOA can be seen in a continuum, from older concepts of distributed computing and
modular Project, through to current practices of mashups, SaaS, and Cloud Computing
(which some see as the offspring of SOA).

f.  Southeastern Institute of Manufacturing and Technology (SiMT). The Cyber
Security Innovation Center will especially align with the 3D/VR Center at the
Southeastern Institute of Manufacturing and Technology (SiMT). The 3D/VR Center is
one of only six Interactive Digital Centers in the world. Specializing in the design,
development and implementation of 3D/Virtual Reality business solutions for sales,
marketing, training, trade show presentations and other applications, the center works



with business and industry to develop immersive and interactive customer/employee
experiences. The center employs state-of-the-art technologies to build innovative
applications shared in a dynamic and hands-on fashion.

The 3D/VR Center can create products that revolutionize product content management by
creating digitized product replicas that ar
interactively and visually demonstrate, configure, plan and support their products,

process and information.

Telemedicine. The Cyber Security Innovation Center intends to use telemedicine as a
capability to provide healthcare services to residents of the Southeastern United States.
Our vision is to embrace the Regional Health Information Organizations (RHIOs) and
partner with the North Carolina Healthcare Information and Communications Alliance,
Incorporated (NCHICA), a nationally recognized nonprofit consortium that serves as an
open, effective and neutral forum for health information technology (HIT) initiatives that
improve healthcare.

The Cyber Security Innovation Center will leverage two different kinds of technology
that make up most of the telemedicine applications in use today. The first, called store
and forward, is used for transferring digital images from one location to another. A digital
image is taken using a digital camera, (‘stored’) and then sent (‘forwarded") by computer
to another location. This is typically used for non-emergent situations,

The other widely used technology, two-way interactive television (IATV), is used when a
'face-to-face' consultation is necessary. The patient and sometimes their provider, or more
commonly a nurse practitioner or telemedicine coordinator (or any combination of the
three), are at the originating site. The specialist is at the referral site, most often at an
urban medical center. Videoconferencing equipment at both locations allows a 'real-time'’
consultation to take place. The technology has decreased in price and complexity over the
past five years, and many programs now use desktop videoconferencing systems. There
are many configurations of an interactive consultation, but most typically it is from an
urban-to-rural location.



The ASTRA Low Country Cyber Security Campaign Strategy (LCCSC) vision also embraces
and proposesa “ Cy b er With $S@-Atlansid attthg enter of this University. With deep
involvement from Colleges, Universities and the Defense Acquisition University, the Cyber
University will become the preeminent Cyber Security and Information Assurance source in the
United States.

The technical portion below outlines degree granting programs (education) as well as certificate
awarding (training) programs that could be modeled and used in SSC-Atlantic as well as the

entire Navy. Si mi | dearningioitiattvdaed Kifowledge OrsLINB(AKOY ' s

programs, the 1A and CS Centers of Excellence could have the nucleus of this program managed
by SSC Atlantic, but spread and proliferated throughout the entire Navy now with the maturity of
broadband communications and Navy Knowledge On-Line (NKO)program. Likewise, with the
maturity of e-learning systems such as Blackboard, Angel and Desire to Learn, the possibilities
are endless for providing synchronous and asynchronous educational and training opportunities
in cyber security, defense acquisition and information assurance.

Cyber University Education i Degree Granting

A relationship between the Defense Acquisition University (DAU) and the LCCSC Team could
be established and used as a springboard for defense acquisition, 1A and CS courses to be taught
at the Lowcountry Graduate Center in Charleston, South Carolina. Courses for graduate and
undergraduate courses could also be taught through the College of Charleston, The Citadel and
Technical Colleges in the Charleston Lowcountry. The picture below is a potential education
model for information assurance, acquisition management and cyber security education that
could be used for these programs.

Defense
Acquision
University

Colleges

Education Model for Information Assurance (1A), Acquisition and Cyber Security (CS)

South Carolina, through the Education and Economic Development Act (EEDA), established the
Virtual Regional Education Centers in the 12 regions of the State. Through the EEDA and NKO,
the Centers of Excellence could exploit the education provided both in South Carolina and at
locations in New Orleans, Louisiana and Hampton Roads, Virginia. The Regional Education

e



Centers combine public education with employment opportunities and recruitment tools
throughout South Carolina to enhance student participation. These features are displayed through
a portal (http://sc.gov/) that is accessible through the Internet on a worldwide basis 24 hours a
day.

These IA and CS degree programs would have to be reviewed and approved by accreditation
bodies such as the Southern Associations of Colleges and Schools (SACS). Graduate programs,
similar to the Master of Science Degree in Information Assurance (MSIA) from Norwich
University could be developed to include information assurance, cyber security and defense
acquisition management. These could be hosted through the LCCSC Team in Charleston, New
Orleans and Norfolk with the requisite memorandums of understanding and commitment to
promote and market these programs.

Undergraduate programs, in South Carolina, pose significant opportunities for courses in
information assurance and cyber security to be developed and used at the 8 public, 20 private and
16 technical Colleges in the State. The recommendation here is that these courses be developed
through the LCCSC Team to standardize the curriculums and potentially host these on-line
through Bisk Education, Blackboard, Angel or Desire to Learn, and/or in the classroom through
the myriad of Colleges and Universities located in this region.

Cyber University Training i Certificate Awarding

There are many information security certifications that could be selected and melded together to
form trainings program for the Centers of Excellence. A few of the usual places information
security professionals currently go are:

ISC?. Industry standards, ethics, and certification of information systems professionals and
practitioners are critical to ensuring that a high standard of security is achieved. Certification
benefits both the employer and the employee. Oversight and governance of the professional
certification process is needed to help maintain its relevance and currency as well as to aid
professionals in networking with other professionals.

To meet these needs, the International Information Systems Security Certification Consortium
(1SC?) was developed and established for information security professionals. The I1SC2
maintains a Common Body of Knowledge (CBK) for information security while certifying
industry professionals and practitioners and administering training and certification
examinations. The two primary training certifications are the Certified Information Systems
Security Professional (CISSP) and System Security Certified Practitioner (SSCP).

The CBK is a compilation and distillation of all security information collected that is relevant to
information security professionals. CISSP certification includes a working knowledge of all 10
CBK domains (www.isc2.0rq) that include:


http://sc.gov/
http://www.isc2.org/

A Security Management A Operations Security

Practices A Access Control Systems and
A Security Architecture and Methodology
Models A Cryptography
A Business Continuity A Telecommunications,
Planning Network, and Internet
A Law, Investigations, and Security
Ethics A Applications Development
A Physical Security Security

SANS (SysAdmin, Audit, Network, Security) Institute. The SANS (SysAdmin, Audit,
Network, Security) Institute was established in 1989 as a cooperative research and education
organization. Its programs now reach more than 165,000 security professionals around the world.
A range of individuals from auditors and network administrators, to chief information security
officers are sharing the lessons they learn and are jointly finding solutions to the challenges they
face. At the heart of SANS are the many security practitioners in varied global organizations
from corporations to Universities working together to help the entire information security
community.

Many of the valuable SANS resources are free to all who ask. They include the very popular
Internet Storm Center (the Internet's early warning system), the weekly news digest (NewsBites),
the weekly vulnerability digest (@RISK), flash security alerts and more than 1,200 award-
winning, original research papers.

SANS provides intensive, immersion training designed to help you and your staff master the
practical steps necessary for defending systems and networks against the most dangerous threats
- the ones being actively exploited. The courses are full of important and immediately useful
techniques that you can put to work as soon as you return to your offices. They were developed
through a consensus process involving hundreds of administrators, security managers, and
information security professionals, and address both security fundamentals and awareness, and
the in-depth technical aspects of the most crucial areas of IT security.

SANS training can be taken in a classroom setting from SANS-certified instructors, self-paced
over the Internet, or in mentored settings in cities around the world. Each year, SANS programs
educate more than 12,000 people in the US and internationally. To find the best teachers in each
topic in the world, SANS runs a continuous competition for instructors. Last year more than 90
people tried out for the SANS faculty, but only five new people were selected.

SANS also offers a Work Study Program through which, in return for acting as an important
extension of SANS' conference staff, facilitators may attend classes at a greatly reduced rate.
Facilitators are most definitely expected to pull their weight and the educational rewards for their
doing so are substantial.



Other Certificate Programs. There are several other certificate programs offered by training
institutions such as the:

o Certified Information Systems Auditor (CISA): Focuses more on business procedures
than technology.

o Certified Information Security Manager (CISM): To assure that information security
manager has the required knowledge and ability to provide effective security management
and consulting.

e Global Information Assurance Certifications (GIAC): Intended primarily for practitioners
or hands-on personnel such as system administrators and network engineers.

e CompTIA Security+ Certification: Tests the security knowledge mastery of an individual
with two years on-the-job networking security experience.

Conclusions

ASTRA and SSC-Atlantic (the LCCSC Team) are uniquely positioned to enhance the region as
a national leader and preeminent provider of Information Assurance and Cyber Security
professionals, systems and solutions through a strategic customer relationship (public-private
partnership). With the stand-up of SPAWAR Systems Center, Atlantic on 1 October 2008, this
preeminent Naval Command and LCCSC Team are postured to manage and expand training and
educational opportunities in the SSC Atlantic communities through:

a. Training, research and educational programs for the cyber security work force with the
“LCCSC Team”. The LCCSC Team should be focused globally and highly experienced
in distance learning (e-learning) technologies that can be applied synchronously and
asynchronously.

b. Both training (certificate-awarding) and education (degree-granting) programs to attract
and retain citizens of the respective SSC Atlantic communities (South Carolina, Virginia
and Louisiana).

C. Training and education programs that start at the high school level. Programs such as
robotics, engineering and science must be elevated and financially supported to achieve
the strategic goals of the Advanced Security Technology Research Alliance (ASTRA)
under New Carolina (Sout h Caforthd future £&ybe
Security Work Force.

SSC-Atlantic is also uniquely positioned to become a critical services provider under the United
States Cyber Command (USCYBERCOMM) that will likely be headquartered with the National
Security Agency (NSA) in Fort Meade, Maryland. SSC-Atlantic could easily provide critical

support services to the USCYBERCOMM with a strong public-private partnership created with
the Advanced Security Technology Research Alliance (ASTRA) in Charleston, South Carolina.
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