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Mission

• The LCCSC team will establish and sustain the 
region as a leader, innovator and solutions 
provider in the cyber security technology; achieve 
sustained economic growth through public and 
private collaboration and partnership; creating 
public advocacy and awareness; stimulate 
educational programs to build a highly skilled 
work force and foster emergence of a knowledge-
based infrastructure to attract business 
opportunities and a talented work force. 



ASTRA Goals
• Sustain balanced economic growth for the area in IA and 

Cyber Security public and private domains 

• Conduct forums and conferences to advocate IA & CS 
professional exchange, attract customers and spotlight area 
capabilities and partnerships 

• Establish and sustain training and educational programs for 
cyber security work force

• Establish World-Class, Fully connected IA and CS 
Laboratories and Facilities 

• Attract and retain talented IA & cyber security work force

• Achieve and build IA and CS Business and Engineering 
Excellence.



EDUCATION

• CYBER SECURITY TRAINING:

 First two courses are:

1. Comptia Security + (This concentrates on System 

Administration and is a requirement for Sys Admins at SPAWAR)

2. SOA Security Specialist (Offered by SOA Systems / Thomas 

Erl)

Both courses are underwritten for 10 students. Future effort is to 

create a Multi Level program. Three levels: Youth, Displaced 

Workers, Incumbent Workers. Cluster/New Carolina will 

administer the program.



Focus Areas
• Economic Growth/Marketing/Forums & Conferences 

– Marc Murphy, Bruce Thackston (co-chairs) 

– Stakeholder and workforce analysis, lessons learned from other communities

– Website: http://www.astra-newcarolina.org/

• Learning (Training & Education)/Attract and Retain 
– Jim Bryant, Jeff Hays (co-chairs) 

– Facilitating and financially supporting training initiatives

• Connected IA and Cyber Security Labs
– Rene Castro, John Bradham (co-chairs) 

– Survey to cluster

• Business and Engineering Excellence
– Larry Pipes

– Defining products and services, 

– measuring success for the cluster

http://www.astra-newcarolina.org/
http://www.astra-newcarolina.org/
http://www.astra-newcarolina.org/
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Naval Space and Warfare Systems 
Center Atlantic

Cyber Strategy and Campaign Plan

May 21, 2009

5th Annual Homeland Security 

Innovation Conference

Mr. Michael T. Kutch, Jr.

Head, Intelligence, Surveillance, Reconnaissance, (ISR), 
Information Operations (IO), Information Assurance (IA),
and Cybersecurity Directorate (50D)

SPAWAR 5.8 National IA Competency Lead

SPAWAR 5.6 Deputy National ISR/IO Competency Lead
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SSC Atlantic

• Flagship Program – Joint and Federal Cyber

Innovation and engineering Center

• Flagship People – World Class Cyber Engineers

and Acquisition Workforce
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Cyber Innovation and Engineering Mega-

Community (Notional)

10

The SSC Atlantic Cyber Strategy and Campaign Plan seeks Cyber Strategic 

Partnerships and the building of a Cyber Mega-Community



Creating a World-Class Cyber Engineering and 

Acquisition Workforce
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Warfighter – Homeland Defender – Peacemaker Organizations
Cyber Education, Training, and Embedded 

Duty Assignments

SPAWAR CAO

Competency Development
Models (Tier I / II)

Engineering (5.0)

• Intelligence Surveillance
Reconnaissance/Information
Operations (5.6)

• Information Assurance (5.8)

• Communications and 
Networks (5.5)

•\

• Command and Control (5.3)

…

Cyber Engineering 

and Acquisition

Professional 

Development

and Career Path

Notional Cyber

Career Development Model

• Cyber Systems 
Engineering/CHENG 
Track

• Cyber Program/Project 
Management Track

• Cyber Organizational
Leadership and 
Management Track

Wargaming and
Exercises

&
Virtualization and Gaming

&
Web 2.0/3.0 Tools

NSA, Academia,
and Industry 

Cyber 
Educational

Partnerships
(Next Slide)

Cyber Center



SSC Atlantic Creating Pipeline for Future Cyber / IA 

Leadership and Workforce

State National Center of Excellence for IA Research (CAE-IA) and 
Research Programs (CAE-R)

South Carolina None

Louisiana University of New Orleans (CAE-IA)

Virginia George Mason University (CAE-IA)
James Madison University (CAE-IA)

Maryland John Hopkins University (CAE-IA / CAE-R)

Washington DC George Washington University (CAE-IA)
Georgetown University (CAE-IA)

California Naval Postgraduate School (CAE-IA)

Florida Florida State University (CAE-IA)

Georgia Georgia Institute of Technology (CAE-IA)

North Carolina University of North Carolina ςCharlotte (CAE-IA / CAE-R)

Texas Southern Methodist University   (CAE-IA)
Texas A&M University (CAE-IA)
University of Texas ςSan Antonio (CAE-IA)
University of Texas ςDallas (CAE-IA)

Blue = States with NSA CAE-IA/R Accredited Universities

ĊNSA IA Education & Training 

Programs

ĊNSA IA Scholarship Programs 

(IASP)

ĊNational Center of Excellence for 

IA Education (CAE-IA) and 

Research Programs (CAE-R)

ĊNaval Postgraduate School

Ċ Pensacola School House

ĊUniversities (SC, FL, VA, MD, DC, 

TX, CA …)

The SSC Atlantic Cyber Strategy and Campaign Plan includes helping SC Universities 

get CAE-IA/CAE-R Credentials to help generate a Local, Future Cyber/IA Workforce
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